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B cooteercTeHe ¢ TpeGosanusmu [Tonoxenus banka Poceun or 20.04.2021 Ne 757-I1 «O6
YCTAHOBIIEHWH OO0S3aTENBHBIX Ul HEKPeNHTHBIX (HMHAHCOBLIX OpraHu3aluii TpeOoBaHMH K
obecrieueHnio 3alUTel MHQOPMALUKY NPH OCYIIECTBICHHH NEATENBHOCTH B chepe (HHAHCOBBIX
PLIHKOB B IIEJISIX TIPOTHBOAEHCTBHS OCYIIECTBICHHIO HE3aKOHHBEIX (PMHAHCOBEIX omnepaui» 000
«YK «Aspopa Kamuran Menemxment» (manee mno TekcTy - OpraHu3alid) NOBOAWT IO BAILETO
CBEICHHS OCHOBHEIE PEKOMEHIAIMH MO 3allUTe MHOOPMALHH OT BO3ACHCTBHA NPOrpaMMHEIX
KOJIOB, MPHBOIALIMX K HAPYLIIGHUIO INTATHOTO (DYHKIMOHHUPOBAHMS CPENCTB BLIYHMCIMTENBHOH
TEXHHUKH (BPEIOHOCHBIH KOJ), B LIE/SIX IIPOTHBOACHCTBHA HE3aKOHHBIM (DMHAHCOBBIM OTIEPAIIHAM.

Pexomengauuu 1no cobmogeHuio MHOOPMAalMOHHOHM 0e30macHOCTH (COBOKYIITHOCTH MEp,
NpUMEHEHHE KOTOPBIX HANPaBICHO Ha HEIOCPEICTBEHHOE obecredeHHe 3amluThl MHGOPMAIHH,
MPOLECCOB, PECYPCHOr0 M OpraHU3allHOHHOTO obecnedeHHs, HeoOXOZMMOTO Ui NPUMEHEHHI
yKa3aHHBIX Mep 3amuThl (31ech W nanee tepmunbl u3 [OCT P 57580.1-2017) He rapaHTHPYIOT
obecrieuerne KOHGHUISHIMATEHOCTH, LIEJIOCTHOCTH ¥ JOCTYITHOCTH MH(OPMAlHH, HO ITO3BOJIAIOT B
[eIOM CHU3MTh PUCKW WHGOPMAIMOHHOW Oe30mMacHOCTH W MHHHMH3HPOBATh BO3MOJKHBIE
HETraTUBHEIE MTOCIEJCTBHS B CIIy4Yae HX peaan3alui.

B cBa3m ¢ Tem, uTo TpeOoBaHUS HMHPOPMALMOHHON 0E30IMaCHOCTH TakK K& MOTYT OBITh
OTpaKEHBl B J0rOBOpax, perJamMeHTax, MpaBuiiax M MHBIX JokymeHTax OpraHu3anuy,
PETTAMEHTHPYIOINX TPEIO0CTABIEHHE YCIIYT/CEPBUCOB, HacToAlMe PexoMeHIaunu OEeHCTBYIOT B
YaCTH HE IPOTHBOPEYAIIEH ITONOKEHHAM BHYTPEHHHX JOKYMEHTOB.

B mensx CHMXEHMA pPHCKa DPEANM3aLUH HHIMISHTOB HH(QOPMalMOHHOH 0e30IacHOCTH
(TOCT P 57580.1-2017) — mexenatensHBIE WIM HEOKHUIAHHBIE COOBITHA 3aIIUTHl WH()OPMALUH,
KOTOpBlE MOTIYT NPHUBECTH K PHCKY HApYLICHHs BBIIOIHEHHS OH3HEC-TIPOLECCOB (KIHEHTA),
TEXHOJOTMYECKAX MPOLIECCOB OpraHM3alMy ¥ (WIM) HapymHTh KOHMOHACHIMAIBHOCTH,
[ETOCTHOCTH M IOCTYITHOCTH HHOOPMALMH BCIEACTBHE!

® HECAHKIMOHHPOBAHHOTO JOCTYIIA K Balled HHOOPMAIMHK JTHIIaMH, He 00J1a1aloIiMH

NPABOM OCYIIECTBIEHHS 3HAYUMBIX (KPHTHYHBIX) OIIepalHi (B T.49. PUHAHCOBEIX),

® TIOTEpH (XHILEHHA) HOCUTENEH KITIOYEH IIEKTPOHHON TIOJITHCH, C HCIOJIB30BAHHEM
KOTOPHBIX, OCYIUECTBIISIOTCS KPUTUIHEIE ((PHHAHCOBEIE) ONIEPaLIHH;

® BO3/EMCTBHSA BPSIOHOCHOTO KOJa Ha YCTPOHCTBA, C KOTOPBIX COBEPIIAIOTCS KPUTHUHBIE
(hbuHaHCOBEIE) CIIEpalHy;

® COBEPIICHHS B OTHOLICHWH Bac MHBIX IPOTUBOIPABHLIX ACHCTBHH, CBA3AHHBIX C
HHGOpPMAaLMOHHOH 6€30acHOCTEIO.

PexoMeHayeTcs cobmogate pAn NMpOoQHIAKTHYECKMX MEPONPHATHH, HANpPaBIEHHBIX Ha
MOBEIIIEHUE  yPOBHS HMHGOPMALMOHHOW 0€30MaCHOCTH IIPH  HCIIOIB30BAaHMM  OOBEKTOB
uHGOpMaTH3alKMK  (COBOKYITHOCTH OOBEKTOB, PECYpCOB, CpEICTB M cHCTeM 00paboTku
uHGOpMAIMKH, B T.4. AaBTOMATH3MPOBAHHEIX CHCTEM, HCIONB3YEeMBIX I obecredeHus
nHpopmaTuzamn 6usnec-mpoueccos (TOCT P 57580.1-2017) Opranusauuu.

BHHMATETEHO H3YYHTE JOTOBOP, MPHMIOKEHUS K JOTOBOPY H HHBIE JOKYMEHTHI, CBSI3aHHEIC C
WCIIOJHEHHEM JOrOBOpa, O3HAKOMBTECH C pasjelaMd, IIOCBAMIEHHBEIMH HH()OPMAHOHHON
0e30MacHOCTH/KOH(PHUIEHIIMATEHOCTH.

1) Tlpu ocymecTBieHHH KpPHTHYHBIX ((UHAHCOBEIX) OMEpAaLMi CIEAyeT NPHHUMATh BO
BHHMAHHWE PHCK MOJYyYeHWUs TPETBUMH IHMLUAMH HECAHKIMOHMPOBAHHOIO [OCTyNa K
3aIIMIIaeMOi HHPOPMAIHK C LENBI0 OCYIIECTBICHH (GHHAHCOBBIX ONEPALMH IHIIAMH, HE
06/TafaOMKUMH NPaBOM MX OCYIIECTBICHH], TaKHEe DPHCKH MOTYT OBITH OOYCIIOBJIEHEI
BKJIIOYAs, HO HE OTPAaHHIHBASACH CIIEIYIOIIMMH TTPHMEPAMH:

a. Kpaxa mapons u wuaeHTH(MKaTOpa HOCTYNa HIM HHBIX KOH(QHACHUHAIBHBIX
nannplx, Hampumep, CVVACVC Homepa KapThl, KIHOUYEH  SIEKTPOHHOM
MOANUCH/IMBPOBAHKS TOCPEACTBOM TEXHHYECKHX CPENCTB M/MIIM BPEJOHOCHOTO
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KOJa; ¥ WCIIONb30BAHNE 3JI0YMBINIUICHHHKAMH YKa3aHHBIX [aHHBIX C APYTHX
YCTPOHCTB IS HECAaHKIIMOHHPOBAHHOTO JJOCTYIIA;

b. VYcraHoBka Ha  YCTPOHCTBO  BPEOOHOCHOTO  KOJA, KOTOPBIH  IO3BOJUT
370YMBIIIEHHHKAM OCYILECTBHTh KPHTHYHBIE ONEPally OT Balnero HMeHH;

c. HMcrnonb3oBaHHs 3710YMBIIUIEHHHKOM YTEPSHHOTO WM YKpaneHHoro Tenedona (SIM
kapTel) s norydenus CMC k010B, KOTOpBIE MOTYT IpUMeHAThCA OpraHu3aiuen B
KauecTBe JIOMOJHHWTENBHON 3aIIMTHl IIA HEeCaHKIMOHWPOBAHHBIX (HHAHCOBBIX
OTiepanuii, 4YTo MO3BOITUT UM OOONTH 3aLIHTY;

d. Kpaxka wnIM HecaHKIMOHHPOBAHHBIM JOCTYN K YCTPOHCTBY, ¢ KoToporo Bel
TOB3yeTech yciayramu/cepsucamu Opranuzaluyl s TONYYeHHS NaHHBIX W/WIH
HECaHKIIHOHHPOBAHHOTO JOCTYMA K cepBrcaM OpraHu3aluy ¢ 3TOT0 yCTpOHCTBa;

e. Ilomyuenwe mapons W wuaeHTH(HKaTopa poctyma w/wimu koma u3z CMC w/umm
KOJOBOIO CJIOBa M TPOYMX KOH(PHUISHUMANBHBIX JAHHBIX, B T.4. NACIOPTHBIX
ITaHHBIX, HOMEPOB CUETOB U T.JI. MyTeM oOMaHa /M 310ynoTpedIeHns JOBEPHEM,
KOrja 3JI0YMBILUIEHHUK IIpeacTaBisercd coTpyaHUKoM OpraHusaluu  WiIH
TEXHHYECKHM CICHHATMCTOM HIIM MCIIONB3YeT HWHYH JETeHAy M IIpocHT Bac
COOOIIMTE €My 3TH CEKPETHBIE JaHHBIE; MIIM HANpaBifeT MoJnenbHbIe COOOMEH
IO 3JIEKTPOHHOH MOYTE WIM MHCBEMO MO OOBIYHOM moyTe ¢ Mpocebol MpesocTaBUuTh
WHQOPMAIMI0O WM COBEPHOIMTH NEHCTBHE, KOTOPOE MOMXET TPHBECTH K
KOMIIPOMETALMH YCTPOHCTBA;

f. Tlepexeata OSIEKTPOHHBIX COOOIIEHHH ¥ TMOTYYEHHs HECAaHKIHOHMPOBAHHOTO
JOCTYIIa K BBIIMCKAM, oT4eTaM M Ipoduedl (HHaHCOBOH MHpOpManuu, eciu Bamra
SIEKTPOHHAS  [I0YTa  HCIONB3yeTcs g HMHpOpManuoHHOro obmena ¢
Opranunsanuedi, Mnu B ciydae IOJydeHHs JOCTYIA K Balled 3ME€KTPOHHOM ITOYTE,
OTIpaBKa coOOLIEHHHT OT Balero MMeHH B OpraHu3amnuIo.

2) JIns cHuKeHHs pucka (MHAHCOBBIX OTEPS!

a. OfecrieusTe 3aIIUTYy YCTPOMCTBA, C KOTOPOrO BBl TONB3YETECh YCIyraMH
Opranusanuu, K TAKWM MepaM BKITIOYas, HO HE OTPAHMYMBAACE MOTYT OBITE
OTHECEHBI:

e Mcronp30BaHue TONBKO  JIMLEH3WOHHOTO TIPOTpaMMHOTO ofecredeHus,
TTIOJIYYEHHOTO U3 IOBEPEHHBIX HCTOYHHKOB;

e 3ampeT Ha YCTAHOBKY NPOrpaMM M3 HEMPOBEPEHHBIX HCTOYHHKOB

e Hanuupe cpeicTBa 3allMTEl, TAKUX Kak: aHTHBHpPYC (C pErylsipHO H
CBOEBPEMEHHO 00HOBIAeMEIMH (a3aMH), EPCOHATBLHEIN MEKCETEBOH IKPaH;

e Hactpoiika mpaB [ocTyma K YCTPOHCTBY C LENBK IPENOTBPALICHHS
HECAHKIIMOHMPOBAHHOTO OCTYTIa;

e XpaHeHHe, HCIIONB30BaHHe YCTPOHCTBA C IIENBI0 M30exaTh PUCKOB KpPaKH
H/UIH YTEPH;

e CpoespeMeHHBIE OOHOBIEHHS ONEPALMOHHOH CHCTEMEI, 0COOEHHO B 4YacTH
obHoBNeHMIT Oe3ornacHOcTH, VIMeiiTe B BHAY, 9TO OOHOBIEHHS CHHIKAIOT
PUCKH  3apaKeHWs BPEIOHOCHBIM KOIOM. 3TOYMBIIIJIEHHUKH 4acTo
HCIIONB3YIOT CTAphle YSI3BUMOCTH;

e AKTHBALIMSA TAPOIBHOMN HITH MHOH 3aIUTHI IS JOCTYId K YCTPOHCTBY.

b. OGecrieusTe KOHOHUACHIIMATEHOCTE:
e Xpanute B TaliHe ayTeHTH(HKAIMOHHbIE/MICHTHQHUKAIHMOHHEIE NaHHEIC H
KTIOYeByl0 MH(OpManuio, mnonydexHsle or Oprammsanmu: mapond, CMC
KOJIbI, KOJOBBIE CJIOBA, KJIFOUM 3JEKTPOHHOH MOMITUCH/IIU(PpPOBAHHUs], a B
cTydae KOMIPOMETALMH HEMENIEHHO MPUMHTE MEpHl IJIA CMEHBl W/HIIH
OIOKHUPOBKHY;



¢ CobOmroalite IPMHUKMII Pa3syMHOTO PAacKpBITHS HH(QOPMALMH O HOMEpax
CUETOB, O BAlIMX IACIIOPTHBIX JAHHBIX, O HOMEpaX KPeOHTHEIX B Ne0eTOBBIX
kapt, 0 CVC\CVV koznax, B caydae e€Cli y Bac 3alpallMBalOT YKa3aHHYIO
MHQOpMaLHIO, B TpHBA3Ke e cepBucam OpraHu3alMd 10 BO3MOMHOCTH
OLIEHHTE CHTYalLMI0 W YTOYHHMTE TIOMHOMOYHMS M MNPOLEAYPY uYepes
HE3aBHCHMBIH KaHal, HampuMmep, depe3 TenedoH KOHTAKT LEHTpPa
Opranuzanuq.

c. IIposBnsaiTe OCTOPOKHOCTE U TTPEIYCMOTPUTENBHOCTE!

¢ BynbTe OCTOPOKHEI MPH TONYYSHHH 3JIEKTPOHHEIX ITHCEM CO CCBHUTKAMH H
BJIOJKEHMAMM, OHHM MOIYT NPHBECTH K 3apaKEHUIO BaLIero yCTpOHCTBa
BPCIOHOCHBIM KOJIOM. BpeToHOCHBIH KOJ, IIOIaB K BaM Yepe3 JJIEKTPOHHYIO
TIOYTY MM MHTEPHET CCBUIKY HA CalT, MOXET NOJIYYHTh HOCTYM K JIFOOBIM
JIaHHBIM ¥ HHQOPMAILIOHHAIM CHCTEMAaM Ha BAIIEM YCTPOUCTBE;

e BaunmatensHO mpoBepsdTe ajpecaTa, OT KOTOPOTO NPHILIO 3JEKTPOHHOE
NHCEMO.  Bxojagmiee  3€KTpOHHOE  MHCBEMO  MOXKET  OBITB  OT
3JI0YMBINIIEHHHKA, KOTOPEIH Mackupyercs nmox OpraHmM3alui WIIH HHBIX
JIOBEPEHHBIX JIHII;

e bynpTe OCTOPOXHEBI IIPH MPOCMOTpPEe/paboTe ¢ MHTEPHET CaliTaMH, TaK Kak
BPEJOHOCHBIH KOJI MOKeT OBITh 3arpy:KeH ¢ caira;

e byneTe ocTOpoXHBI ¢ (aiinaMi U3 HOBBIX HIIH «HEIOBEPEHHBIX» HCTOYHHKOB
(B T.u. apxuBBI C TaposeM, 3amudpoBaHHbIe (alIbl/apXHBBI, T.K. TAKOr0
poma aiinel He MOryr OBITH IIpOBepeHbl aHTHBHpycHEIM [1O0 B
aBTOMaTHYECKOM pexKUMe);

e He 3axoauTe B CHCTEMB! YOAIEHHOTO NOCTYNa C HEAOBEPEHHBIX YCTPOMCTB,
KOTOpBIE BBl HE KOHTpoiupyeTe. Ha Takux ycTpoHCTBax MoXerT OBITh
BPEIOHOCHBIA KO, COOMpAOMMK MMapoaH W HASHTH(UKATOPEI JOCTYIIA MITH
CIIOCOOHBIN ITOJIMEHUTE ONEPALUIO;

e Cnegute 3a nHOpManuer B mpecce U Ha caiiTe OpraHu3anuy 0 MOCIEIHHX
KPUTHYHBIX YS3BUMOCTSX M O BPEIOHOCHOM KOJIE;

e [I[py HamuuuM B paMKax Ballero NPOAYKTa CEpBHCAa KOHTAKT IIEHTPA,
OCYLIECTBJIANTE 3BOHOK TOJNBKO II0 HOMEpy TenedoHa, yKazaHHOMY B
norosope wiH Ha oduumansHoM caiite Opranusauuu. M umelite B BULY, 9TO
or nuua OpraHu3anu¥ HE MOTYT IOCTYNATh 3BOHKHM HJIH COOOLIEHHS, B
KOTOpPEIX OT Bac Tpebyror mepenare CMC-kon, maposib, HOMEpP KapThl,
KOZOBOE CJIOBO M T.1. KogoBO€ CIOBO MOXeET OBITh 3aNpOLIEHO TONBKO, €CIIH
BBl CaMH ITO3BOHMIIM B KOHTAKT LIEHTP;

e [IMeliTe B BHOY, YTO €CIH BBl IepenaeTe Baml TenedoH H/HIH YCTPOHUCTBO
OpYTHUM TIOJB30BATENISIM, OHM MOTY YCTAaHOBHTEL HAa HETO BPEIOHOCHEIH KOZ, a
B Cly4ae KpaKH WIIH YTEPH 3JI0YMBIIUIEHHMKH MOTYT BOCIOIB30BAaTHCA MM
s poctyna k cucreMam OpraHus3aluy, KOTOPBIMM I0JB30Banuck Bel. B
CBA3H C 3THM IIPH yTepe, kpaxe Tenedona (SIM KapTel), HCIIOIB3yEMOT0 I
nonygeHus CMC xkomoB HWiaM [docTynma K CHCTEMaM OpPraHM3alMH C
MoOunpHOTO TPHIOKEHHs: 1) He3aMeMIMTEIbHO NPOMH(OPMHPOBATE
Opranmzanuio uepe3 KOHTAKTHBIM HeHTp, 2) nerecoobpasHo 1O
BO3MOJKHOCTH OIIEPAaTHBHO C YYETOM IIPOYMX DPHCKOB H 0CODEHHOCTEH
MCIIONB30BAHUA Bamero TenedoHa 3abIOKHpOBAaTh W NepeBBITYCTHTH SIM
KapTy, 8 TAK)Ke CMEHUTH Mapoik B MoOHILHOM IPHIIOKEHHH;

e [Ipy  TOHO3pPEHHMH  HAa  HECAHKIHOHHPOBAHHBIH  OOCTYN  H/MIH
KOMITPOMETALHIO YCTPOHMCTRA HeobX0IHuMOo CMEHHUTB 1apob,
BOCTIONIE30BABIIUCE  IPYTHM NOBEPEHHBIM  YCTPOMCTBOM W/WITH
3abnokupoBats aoctyn, obpatuBmuce B OpraHusaunuio, B OTHOIIEHHH
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KII04eBOH MH(pOpPMALMY, €CIIH 3TO YMECTHO JUIA BalleH yCIyTH — OTO3BaTh
CKOMIIPOMETHPOBAHHEIH KITIOYW JNEKTPOHHOH MOANHCH/MHAGPOBAaHHS, B
COOTBETCTBHMH C IpaBHIIaMH, OTPaKEHHBIMH B JOTOBOPE, MPUIOKEHHAX K
JOrOBOPY H MHEIX JOKYMEHTaX, CBA3aHHBIX C HCIIOJHEHHEM J0T0BOPa;

e [IoMHHTE, YTO HATMYHE «3TANOHHOMN» pe3epBHON KOIMH MOXKET OOIErYHTh U
YCKOPHThH BOCCTaHOBJIEHHE BAIlIEr0 YCTPOHCTBa;

e Jlyume Bcero HCHONB30BaTh MAAA (MHAHCOBBEIX ONEpalui OTHETBHOE,
MaKCHMaJbHO 3aIIMINEHHOE YCTPOHCTBO, OCTYN K KOTOPOMY €CTh TONIBKO Y
BAC;

e Kontpomupyite cBoH TenedoH, ucromszyemsiit s nonydenus CMC kooB.
B cinyuyae Beixoma u3 ctposi SIM kapThl, He3aMeTMUTEIEHO o0palaiTecs K
COTOBOMY ONEPaTOpy IS YTOYHEHUS NPUYHH W BOCCTAHOBIIEHHS CBS3H.

d. Tlpm pabore ¢ KITOYaMH 3IEKTPOHHOM MOATUCH HEOOX0IUMO:

e Mcnonp3oBars oIl XpaHCHHS KJIIo4ei BHGKTPOHHOﬁ IIOAIIMCH BHCIIHHEC
HOCHTENIM, HACTOSATEIBHO PEKOMEHIYEeTCs HCIIONb30BaTh CIeLHAIbLHEIC
3aMMIIEHHBIE HOCHTEIH KIIOYeBOH HMH(OpMalMH (KIHOYEBLIE HOCHTENH),
HampuMep: e-token, cMapT-KapTa H T.IL.;

e KpaiiHe BHUMaTEIbHO OTHOCHTHCS K KIIOYEBOMY HOCHTENIO, HE OCTaBILATH
ero 0e3 mpUCMOTpa M He IepelaBaTh TPeTHHUM JIHLIaM, M3BIEKaTh HOCUTEIH
M3 KOMIBIOTEPA, €CIM OHH (KIIOYEBbIE HOCHTENM) HE HCIONBb3YHOTCH A
paboTsI;

e Vcrione30BaTh CIOXKHEIE TAPONTH I BXOJA Ha YCTPONCTBO M I7IA AOCTyNA K
KJII04aM 3JIEKTPOHHOH MOIITHCH/K/IIOYEBBIM HOCHTENIAM, HE XPaHHUTE I1apOIIH
OTKPEITOM BHJE HAa KOMIIbIOTepe/MOOHIBHOM YCTPOHCTBE.

e. [lpu paboTe Ha KOMIBIOTEPE HEOOXOIHMO:

e lcrionb30BaTh JHIIEH3HOHHOE MPOrpaMMHOe ofecredeHue (oneparioHHEIE
CHCTEMBI, OQHCHBIE MTAKETHI U T.1.);

o CBOEBpEeMEHHO YCTAaHABIMBATL aKTyaJlbHble OOHOBIEGHMA O€30MacHOCTH
(orrepanMOHHEIE CHCTEMBI, O(DHUCHBIE TTAKETH U T.J1.);

e Vcrnons30BaTh AHTHBHPYCHOE IporpaMMHoe oOecledeHHe, peryiasapHo
0GHOBNIATE AHTHBUPYCHEIE 0a3khI;

e Mcronb30BaTh CreHaIM3UPOBAHHBIE IPOTPAMMEI TS 3aIMTE HHOOPMALKH
(mepcoHaTBHEIE  MEXKCETEBBIE  3KpaHbl W CPEICTBA  3Al(UTEl  OT
HECAHKL[MOHUPOBAHHOTO JOCTYIa), CpPEeICTBa KOHTPOJA KOH(UIrypamuu
YCTPOHCTB;

¢ Mcrionp30BaTh CIOKHBIE TAPOITH;

e OrpaHnuyuTh JOCTYIl K  KOMIBIOTEPY, HCKJIIOUYHTE  (OTPaHHYNUTH)
BO3MOYKHOCTh JIMCTAHIMOHHOTO IIOAKIIOYEHHA K KOMIIBIOTEPY TPETHHM
THLEAM.

f. Tlpu pabote ¢ MOOHIBHBIM IPUIIOKEHHEM HEOOXOAUMO!

e He ocrapmars cBoe MoOuneHOe ycrpoidcTBo 6e3 NpHCMOTpa, UTOOBI
MCKJIIOYATh ~ HECAHKIMOHMPOBAaHHOE  WCHONb30BaHME  MoOHIBEHOrO
TIPUIIOKEHHS;

e Vcnone30BaTh TONEKO OdHLHaTbHEIe MOOUIBHEIE IIPUIIOKEHHS;

e He mepexouTh [0 CCHUIKAM M HE YCTAHABIHBATH MPHUIOKEHHA/OOHOBIEHHS
fesomacuocTH, npuineamue B SMS-coobmennn, Push-yBenomnenvu uimm mo
3NEKTPOHHOM [10YTE, B TOM UKcie OT iMeHH Opranu3anuy;

e YcTanoBuTh Ha MOOHIBEHOM YCTPOHCTBE TAPOJIE Ul NOCTYNA K YCTPOHCTBY
1 [IPHI0KEHHIO.



g. Tlpwm obmerne nadopmanueit uepes cets MHTEpHET HEOOXOANMO:

¢ He OTKpBIBaTH MHCbMa M BJIOKEHHS K HHUM, IIOJYHEHHBIE OT HEM3BECTHBIX
OTIIPaBHUTENEH MO 3TEKTPOHHOH MOYTE, HE MEPEXOIUTD 110 COAEPXKAMMC B
TAKHUX THCbMaX CCBUIKAM;

e He BBOIUTL MepCcOHATBbHYI0 MHOOPMALMI0 HA TNOAO3PHTENBHBIX CalTax M
JPYTHX HEM3BECTHEIX BaM pecypcax;

¢ OrpaHUYHTh NOCEIEHH CalTOB COMHHTEIBHOT'O COICPKAHNUA;

e He coxpaHATh Mapoau B NaMATH MHTEPHET-Opay3epa, eciii K KOMIBIOTEPY
E€CTE OOCTYIT TPETEHUX JIUII,

o He HaxkumaTh Ha GaHHEPBI ¥ BCIIBIBAIONINE OKHA, BOSHUKAIOUIME BO BPEMA
pabotsl ¢ ceTeio MHTEpHET;

e He otkpeiBaTe Gadinsl monmydeHHBle (CKaYaHHBIE) W3 HEHM3BECTHBIX
MCTOYHHKOB.

IIpu MOmO3pEHHH B KOMIIPOMETAIMH KIIOYEH SJeKTPOHHOH MOANMHCH/IIH(POBAHHSA HIIH
HECaHKIIMOHMPOBAHHOM JIBMKEHHMHM IEHHBIX Oymar, HEeHeXHBIX CPeICTB WM HMHBIX (PHHAHCOBBIX
AKTHBOB HeoOXOAMMO HE3aMeUIHTENbHO obpammarses B Opranu3anuio.



